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MEMORANDUM OF POINTS AND AUTHORITIES
L THE IMPACT OF ARTHUR ANDERSEN'S ADMISSION
In a block-buster development in the Enron meltdown — so explosive that it dominated the
network newscasts, preempted coverage of the war in Afghanistan, and was featured on the front
pages of major newspapers — defendant Arthur Andersen has admitted that it does not know if or
when it violated its duty to preserve relevant evidence. Enron's outside auditor

notified the U.S. Securities and Exchange Commuission and the U.S. Department of
Justice, and is also notifying congressional committees and other agencies
investigating the Enron collapse, that in recent months individuals in the firm
involved with the Enron engagement disposed of a significant but undetermined
number of electronic and paper documents and correspondence relating to the
Enron engagement.

* * *

Discarding of documents occurred during the months before the SEC 1ssued
a subpoena to Andersen. After receiving the SEC subpoena, the firm issued an
instruction to preserve documents. At this time, we have not been able to determine
whether that instruction was violated.

%k ¥ %

;l“he firm 1s working to gather the facts and determine appropriate disciplinary
actions.

Joining congressional committees, executive-branch criminal probes, political and legal

commentators, Amalgamated Bank urges the Court to order Andersen, through plaintiff's

particularized discovery, to answer questions integral to the litigation: Who shredded the documents?
Which ones? When? On whose orders? And why?

The PSLRA's document-preservationprovisions make it "illegal for any party who recetves
actual notice of the litigation to destroy or alter evidence."* Indeed, courts have consistently

allowed discovery to commence "when faced with 'the risk of lost or destroyed evidence."” The

'Arthur Andersen Press Releases, dated Januvary 10, 2002, attached hereto as Ex. 1; see also
J.Weil et al., "Audit Nightmare: Arthur Andersen Says it Disposed of Documents that Relate to
Enron," Wall St. J., Jan. 11, 2002 (Ex. 2); K. Eichenwald et al., "Enron’s Collapse: The Auditor -
Enron's Auditor Says it Destroyed Documents," N.Y. Times, Jan. 11, 2002 (Ex. 3).

*‘Powers v. Eichen, 961 F. Supp. 233, 235 (S.D. Cal. 1997).

‘See, e.g., Vezzetti v. Remec, Inc., No. 99CV0796-L (JAH), 2001 U.S. Dist. LEXIS 10462,
at *5 (S.D. Cal. July 20, 2001) (citation omitted).
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" PSLRA stays discovery during the pendency of a motion to dismiss, but Congress "included a
preservation provisionin the PSLRA 'in recognition that "the imposition of a stay of discovery may
increase the likelihood that relevant evidence may be lost."™* As such, the "statute provides for the
possibility of court-ordered sanctions for a party's 'willful failure' to comply with the duty to preserve
relevant evidence."” The discovery-stay provisions and the concomitant duty to preserve relevant
evidence "reflect a careful balance between Congress's efforts to shield defendants facing frivolous
claims from the burdens of discovery, on the one hand, and its desire to ensure the preservation of
evidence relevant to legally cognizable claims, on the other."

Beyond Andersen's probable violation of the PSLRA's mandate to preserve relevant
evidence, the auditors have almost assuredly breached a basic civil-litigation precept:
"[F Jundamental to the duty of production of informationis the threshold duty to preserve documents
and other information that may be relevant in a case."” In Danis, a case where defendants were
charged with destroying crucial documents in violation of the PSLRA and the Federal Rules of Civil
Procedure, the court noted that "[1jmmediately upon the filing of the ... lawsuit {defendant] was

required to preserve for possible production in the lawsuit documents (whether 1n hard copy or

electronic form) that might be discoverable. That duty flowed from both the [PSLRA] and from a
common law duty not to spoil documents that might be discoverable in the litigation."®
Without question, Andersen had no less of a duty here from at least December4, 2001, when

it was named in Amalgamated Bank's Complaint, if not before, since the auditor disclosed on

‘In rve Tyco Int'l Ltd. Sec. Litig., No. 00-MD-1335, 2000 U.S. Dist. LEXIS 11659, at *4
(D.N.H. July 27, 2000) (citing In re Grand Casinos Sec. Litig., 988 F. Supp. 1270, 1271 (D. Minn.
1997)).

Id. at *4-*5 (citing 15 U.S.C. §78u-4(b)(3)(C)(i1)).

°Id. at *5.

"Danis v. USN Communs., Inc., No. 98 C 7482, 2000 U.S. Dist. LEXIS 16900, at *5 (N.D.
I11. Oct. 20, 2000).

Id. at *37.
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" November 30 that it had received a subpoena from the SEC, but it refused to say when.” And
Andersen has known since last fall that its most-valuable client — $52 million in annual billings —
faced financial pressures and scrutiny that could well — and did — lead to litigation.

In the wake of this collassal collapse, Andersen is accountable to the profession and to the
public:

A distinguishingmark of a professionis acceptance of its responsibilityto the
public.... This reliance imposes a public interest responsibility on certified public
accountants. The public interest is defined as the collective well-being of the
community of people and institutions the profession serves.... In discharging their
professional responsibilities, members may encounter conflicting pressures from
among each of those groups. In resolving those contlicts, members should act with
integrity, guided by the precept that when members fulfill their responsibility to the
public, clients' and employers' interests are best served.™

Moreover, Andersen's document destructionmay well establish another sigmificant failure: "Integrity

requires a member to be, among other things, honest and candid within the constraints of client
confidentiality. Service and the public trust should not be subordinated to personal gain and
advantage. Integrity can accommodate the immadvertent error and the honest difference of opinion;
it cannot accommodate deceit or subordination of principle.""!

In sum, Andersen's admission — and its inability to answer the who-what-when-why-and-

how about thousands of pages of destroyed documents related to the largest bankruptcy in United

States history and the collapse of the country's seventh-largest company — shows that there is a

significant likelihood that Enron's auditor failed 1its statutory and professional duty to preserve
evidence. And the absence of any explanation as to why the documents were destroyed shows that
the willfulnesselement required by the statute has been met. Consequently, pursuantto the PSLRA's
§21D(b)(3)(B), Amalgamated Bank requests that the Court order Andersen to answer particularized

discovery aimed at preserving and recovering evidence.

’See D. Alexander, "SEC Subpoenas Andersen Records in Enron Collapse," Chicago
Tribune, Dec. 1, 2001 (Ex. 4).

PATCPA Code of Professional Conduct §53.01-02 (Ex. 5).
"1d. at §54.02 (emphasis added).
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II. DISCRETE DISCOVERY IS WARRANTED

Amalgamated Bank seecks discovery from an Andersen officer, director, partner or another
person with personal knowledge on the following topics, a limited number of documents, and
preservation of the auditor's electronic data. Plaintiff reserves the right to videotape the
examinations and the discovery sought is without prejudice to its rights to formal discovery.

A. Deposition Topics

(1)  The identity of each individual who was responsible for, directed, executed,
or assisted in the destruction of any electronic and paper documents and
correspondence relating to the Enron engagement.

(2) The identity of each document and category of documents Andersen believes,
or has reason to believe, has or may have been destroyed.

(3) The 1dentity of the individual(s) who discovered the evidence destruction
identified in Andersen'sreleases, including when and how it was discovered
and the auditor's response to the discovery of the destruction.

(4)  All information gathered by or for Andersen concerning the reasons for the
evidence destruction.

(5)  All facts concerning how all Enron-related electronic and paper documents
and correspondence were destroyed, including the manner in which the
documents were destroyed and the location where such destruction took
place.

(6) The current location of all electronic and paper documents and
correspondence relating to the Enron engagement which were once destroyed
but since have been recovered, reconstituted, or recreated.

(7)  Andersen's past and current document-preservation policies.

(8)  The steps taken by Andersen at any time to ensure that Enron-related
evidence in the auditor's possession, custody or control was preserved.

(9)  The facts and results of all efforts to find, identify, recreate or reconstitute
any destroyed evidence.

(10) The preservation or destruction of evidence responsive to any request for
production (formal or informal) or subpoenaissued by the staff of the United
States Securities and Exchange Commission, the United States Department
of Justice or the United States Congress (including any committee or
subcommittee) concerning Enron or any services Andersen performed for
Enron, including auditing and accounting services.

B. Documents

(1)  All documents concerning Andersen's investigation of the destruction or
spoilation of Enron-related evidence.
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(2) All documents concerning the success or failure of Andersen's recovery of
destroyed Enron-related evidence.

C. Preservation of Electronic Evidence

Andersen has admitted that critical electronic evidence has been destroyed. Amalgamated
Bank requests that the Court order the auditors to make available all relevant electronic evidence,
including documents and e-mails from individual computers and Andersen computer servers, for
recordation by an independent forensic computer data-recovery and preservation specialist, who will
provide electronic back-ups to the Court for storage in the Court's registry. The justification is
elementary and will remove any doubt as to whether what was destroyed and what is recoverable:
"It is no secret that deleted files and other 'residual' data may be recovered from hard drives and
floppy disks. How do you make sure you capture this data? ... [ Y Jou must make what 1s known as

an 'image copy' of the target drive ... [which] duplicates the disk surface sector by sector, thereby

creating a mirror image ...."!?

DATED: January 11, 2002 Respectiully submitted,

SCHWARTZ, JUNELL, CAMPBELL
& OATHOUT, LLP
ROGER B. GREENBERG

el sty ﬁ] ATl il |

'ROGER B. GREENBERG

State Bar No. 08390000
Federal I.D. No. 3932
Two Houston Center

909 Fannin, Suite 2000
Houston, TX 77010
Telephone: 713/752-0017
713/752-0327 (tax)

Attorney in Charge

2Joan E. Feldman & Boyer I. Kohn, Collecting Computer-Based Evidence, N.Y.L.J. Jan. 26,
1998 (Ex. 6). See also Inre Pac. Gateway Exchange, Inc. Sec. Litig., No. C 00-1211 PJH (JL), 2001
U.S. Dist. LEXIS 18433, at *6 (N.D. Cal. Oct. 17, 2001) (granting partial lifting of PSLRA
discovery stay to allow plaintiffs to a mirror image "and preserve electronic data").
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’ T-795 FP.08/03 F-T24

DECLARATION OF SERVICE BY MAIL
I, the undersigned, declare.

1 That de¢larant is and was, at all Times herein mentioned, a citizen of the Unired Stares
and a resident of the County of San Diego, over the age of 18 years, and not a party 1o or interest in

the within action; that declarant's busmmess address is 401 B Street, Suite 1700, San Diego, California
92101.

2. That on January 11, 2002, declaranr served the AMALGAMATED BANK'S £X
PARTE APPLICATION FOR PARTICULARIZED EXPEDITED DISCOVERY FROM
DEFENDANT ARTHUR ANDERSENLLP TO PRESERVE EVIDENCE by depositing atrue copy

thereofin & Unired Stares maitbox at San Diego, California in a sealed envelope with postage therson

fully prepaid and addressed to the parties listed on the attached Service List.

3. That rhere is 8 regular conwnunication by mait between the place of mailmg and the

places so addressed

I declare under penalty of perjury that the foregoing is true and correcr. Executed this 11th

day of January, 2002, at San Diego, California
The
Mo Maioney
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DECLARATION OF SERVICE BY MATL
1, the undersigned, declare

1. Thar declarant is and was, at all times herein mentioned, a citizen of the United States

and a resident of the County of San Diego, over the age of 18 years, and not a party to or interest in

the within acrion; that declarant’s business address is 401 B Street, Suite 1700, S8an Diego, California
82101

2 That on January 11, 2002, declarant served the ORDER IN SUPPORT OF
AMALGAMATED BANKS AXPARTE APPLICATIONFOR PARTICULARIZED EXPEDITED
DISCOVERY FROM DEFENDANT ARTHUR ANDERSEN LLP TQ PRESERVE EVIDENCE
by depositmg a true copy therenf in a United States mailbox at San Diego. California in a sealed
envelope with postage thereon fully prepaid and addressed to the parties listed on the attached

Service List.

3. That there is a regular conmmunication by mail between the place of mailing and the

places so addressed.
I declare under penaliy of perjury that the foregoing is frue and correct  Executed this 11th

day of January, 2002, at 8an Diego, California
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COUNSEL FOR PLAINTIFK (S}

Stuart L. Barmal
SCHIFPPRIN & BARROWAY, LLP
Three Bala Plaza East, Suite 400
Bala Cynwyd, PA 19004
610/687=-7706
6LO/687-7056 (fax)

Alfyed G. Yates, Jr.

LAW QFFICES QF ALFRED @G.
YATES, JR.

519 Allegheny Building

4248 PForbes Avenue

Pittshurgh, PA 15219
412/381-~5164
&£12/471-1033 (fax)

Christopher Lovell
Rohert Rodriguerz
LOVELL & STEWART, LLP
B00 PFifth Avenue, Suite 5800
New York, NY 10110
212/608=-1800
212/719-4677 (£ax)

Perer D. Fischbein
LAW OFFICES QF PFETER D.
- PISCHREIN
777 Terrace Avenue, 5th Floeor
Hasbhrouck Helghts, NJ 07804
201/288-8220
201/288-8208 {(fax)

Michael J. Puecillo

BERMAN DEVALERIO PEASE TABACCO
BURT & PUCILLO

515 North Flagler Drive

Suite 1701

West FPalm Reach, FL 33401
561/825~58400
561/835-0322 (fax)

James D. Baskin IIT
RASKIN LAW FIRM
219 Congress Avenue, Sulte 1000
Austin, TX 78701
512/381-6300
§12/322-92280 (fax)

T-184  P.04/10 F-T22

RKenneth A. Blan
LAW QFFICES OF KENNETH A, ELAN
217 Broadway, Suite 404
New York, NY 10007
212/619-0261
212/385~-2707 (fax)

Marc H. Edelszon

HEOFFMAN & EDELSON

45 W. Court Street

Doylesctown, PA 18801
215/230-8043
215/230-8735 (fax)

Klari Neuwslt
LAW OFFICE OF KLARI NEUWELT
110 East §¢th SBtreet, 22th Floor
New York, NY 10022
212/893-8800
212/893-9131 (fax)

Michael Edgan

BERNSTEIN LIEBHARD & LIFSHITZ,
LLFE

10 East 40th Street

New York, NY 10016

212/779~1414
212/779-3218 {(fax)

Paul A. Scarlatro

WEINSTEIN KITCHENOFE SCARLATO
& GOLDMAN LTD,.

1845 Walnut Street, Suite 1100

Philadelphia, PA 12103
215/5845-7200
215/845-6835 (fax)

G. Dean Jegz
FLEMING & ASSOCIATES, L.L.P.
1330 Posr Oak Blvd., Suite 3030
Houston, TX 770%56-3019
7L3/621-7844
713/621-9638 (fax)
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COUNSEL FOR PLAINTIFF(S)

Andrew M. Schatg

SCHATZ & NQBEL

330 Main Street

Harcford, CT 06106
860 /4583-6282
RED/483-£280 (fax)

Michael D. Donovan
DONOVAN SEARLES, LLC
1848 Walnur Streetr, Suite 1100
Philadelphia, PA 19103
215/732-6067
21E5/732-8060 (fax)

David R, 8c¢ott

Neil Rothsrein

Jameg B, Millerx

SCOTT & SCOTT, LLC

108 Norwich Avenue

Colchester, CT 068415
860,/537-3818
BE0/537~4432 (fax)

Thomas E. Bilek

HOREENER, BILEK & EIDMAN,
L-L.P.

440 Louisiana, Suite 720

Houston, TX 77002
T13/227=171720
713/227-8404 (fax)

Pecer D. Bull
Joghus M. Lifshitz
BULL & LIPSHITZ LLP
18 E. 41st Strest
New York, NY 10017
212/213-6222
212/213-9405 (fax)

—n—
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Joe K. Wharley, Jr,

Peter H. Burke

WHATLEY DRAKE, LLC

2323 Second Avenuse North

Birmingham, AL 35202-0647
20B/328-9878
205/328-96682 (fax)

ILea W. Desmond
LAW OFPICEESE OF LEQ W, DESMOND
2161 Palm Beach Lake Blvd.
Suite 204
West Palm Beach, FL. 3340€
561/712-800Q0
561/ 712-8002 ({(fax)

Mare 8. Henzel
LAW QFPICES QF MARC 8. HENZREL
273 Montgomery Avenue, Suite 202
Bala Cynwyd, Pa 19004
610/660-8000
610/660-8080 (fa3x)

Vincent Cappueci
ENTWISTLE & CAPPUCCT LLP
228 Park Avenue, 1l4th Floor
New ¥ork, NY 10171
212/884-7200
212/894-7272 (fax)

Tom A, Cunningham

Richard J. Zook

John E. Chapoton, Jr.

CUNNINGHAM, DARLOW, ZOOK &
CHAPOTON LLP

Chaze Tower, 600 Travis

Suite 1700

Houston, TX 77002
713/285=-5800
713/889~4466 (fax)
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COUNSEL FOR PLAINTIFF (S}

Anthony Bolognese
Jdoshua H. Grabar
BOLOGNESE & ASSOCIATES, LLC
One Penn Center Plagza
1617 JFX Blvd., Suite €50
Philadelphia, PA 18103
215/814-6750
215/814-6764 (fax)

Fred E. Stoops, Sx.

RICHARDSON, STOQPS, RICHARDSON
& WARD

&E55 South Lewis Avenue

Suite 200

Tulsa, OK 74136~-1010
Q18/482-7674
918/493-1925 {(fax)

James V. Pianelli
Timothy D. Riley
MCGEHEE & PIANRLLT, LLP
1225 Nerth Loop West, Suire 810
Houston, TX 77008
713/864~4000
713 /868~-9383 (fax)

Thomas W. Sankey
SANKRY & LUCK, LLP
600 Travis Street, Buite 6200
Houston, TX 77002
713/224-1007
713/22%3=-7737 (fax)

Paul T. Warner
LAW OFFICE QF PAUL T. WARNER
4265 San Felipe, Suire 1000
Houston, TX 77027
713/622-7271
713/623-8724 (Eax)

Jaseph A. McDermotf, II]

LAW QFPICE QF JOSEPH A.
MODERMOTT, III

3100 Richmond Avenue

Houston, TX 770858
713/827~9180
713/527-2633 (fax)

. =784 P.OR/10  F-722

Roger R. Greenberg

SCHWARTZ, JUNELL, CAMPBELI, &
OQATHOUT, LLF

Two Hougton Center

a2 Fannin, Suite 2000

Houstan, TX 77010
713/752-0017
713/752=-0327 (fax)

Richard M. Frankel
HACKERMAN FRANKEL & MANELA
1122 Bissonnet
Houston, TX 770058
713/528-2500
713 /E28-2808 (fax)

William Federman
FEDERMAN & SHERWOOD
2926 Maple Avenue, Suite 200
Dallas, TX 75201
2314/68%6-1000
214/740-0112 (fax)

Louis FP. Burke

LATJLE F. BURKE, P.C.

3680 Lexington Avenue

New York, NY 10017
212/682-1700

Charles R. Parker
HILL, PARKER & ROBERSON LLE
5300 Memorial Drive, Suite 700
Houston, TX 704007
713/888-5581
713/868-1275 (fax)

Sean F. Gresanwood

RORINSG, CLOUD, GREENWOQOD &
LUBEL, LLP

510 Tyravis, Suite 2020

Houston, TX 77002
713/650~1200
713/650-1400 (fax)
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COUNSEL FOR PLAINTIFF(3)

R. Paul Yetrter

YETTER & WARDEN, LLP

600 Travis, Suite 3800

Houston, TX 77002
713/238~2000
713/238-2002 (fax)

Melvyn I. Weiss
Steven G. Schulman
Samuel H. Rudman

MILRERG WEISS BERSHAD HYNES &
LERACH LLP

One Pennsylvania Plaza

New York, NY 101195-Q165
212/594~5300
212/868~12259 (fax)

Steven J. Toll

andrew N. Friedman

COHEN, MILSTRIN, HAUSFELD &
TOoLL, P.L.L.C.

1100 New York Ave., N.W.

Suite 5440

Washington, DC 20005-3264
202/408-4600
202/408-4699 (fax)

Solomon B. Cera
Sreven 0. Sidener
Jogeph M, Barton
GOLD BENNETT CERA & SIDENER LLP
685 Marketr Styreet, Suite 23060
S8an Francisco, CA 24105
416/777~-2230
a15/777=-5188 (fax)}

Frederic 8. Fox
RKAPLAN FOX & KILSHEIMER LLPF
205 Third Avenue, 22nd Floor
New York, NY 10022
n12/687-1280
212/687-7714 (Lfax)

T-f84  P.0T/10 F-722

Darren J. Robbins

. Paul Howses

wames I. Jaconette

MILBERG WEISS BERSHAD HYNES &
LERACH LLP

- 401 B Btreer, Sulte 1700

San Diego, CA  92101-505Q
618/231-1058
GlLO/231~7423 (fax)

Jules Broady
Aaron Brody
Tzivia Brody
SsTULL, BTULL & BRODY

§ Fast 45th Street, 4th FPlooar
New York, NY 10017
21l2/687-7230
212/490-2022 (fax)

Jeffrey C. Block

BERMAN DEVALERIOQO PEASE TABACCO
BURT & PUCILLO

One Likerty Sguare

Boston, MA Q2109
6€17/542-8300
617/542-1124 (fax)

Deborah R. Gross

LalW QPPICES QF RBERNARD M,
GROSS, P.C.

1515 Locust Streev, 2nd Ploor

Fhiladelphia, PA 18102
215/8561-3800
215/861-3000 (fax)

Robert M. Roseman

Jay 8. Cohen

SPECTOR, ROSEMAN & KODRQYF,
P.C,

1818 Market Street, Suite 2E0Q

Philadelphia, PA 12103
215/496-0300
215/486-6611 (fax)
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COUNSEL FOR PLAINTIFF(S)

Robert 1. Harwood

Fredeyick W, Gerkens

Thomaa J. Harriseon

WECHSLER BARWOODR HALERIAN &
FEFFER LLF

488 Madigon Avenue, 8th Floor

New York, NY 10022
212/938=-7400
212/753-3630Q (fax)

Sherrie R, EBzvett

Carole A. Broderick

Archur Stock

BERGER & MONTAGUE, PB.C.

1622 Locust Street

Philadelphia, PA 19103
216 /875-3000
215/875-3083 (fax)

Jogeph H. Weiss
WEISS & YOURMAN
RE1l Fifth Avenues, Suite 1600
New York, NY 10176
212/682-3025
212/682-3010 (fax)

Jeffrey C. Zwerling

Richard A. Speirs

ZWERLING, SCHACHTER &
ZWERLING, LLP

767 Third Avenue

New York, NY 10017-2023
212/223-3800
212/371-5859 (Lax)

Jogeph V. McBride
RARIN & PECKEL, LLP
2785 Madison Avenue
New York, NY 10018
212/682-1818
212/682-18%2 (fax)

T-794  P.08/10 F-T22

Daniel W. Kraspner

Jeffrey G. Smith

WOLF HALDENSTEIN ADLER FREEMAN
& HERZ, LLE

270 Madison Avenue

New York, NY 10016
212 /545-4600
212/545-4653 (fax)

Neil L. Selinger
LOWEY DANNENBERG BEMPORAD &
SELINGER, P.C.

The Gatsway, One N. Lexington Ave.

white Plains, NY 106801
914/987-0800
014/8587-0035 (fax)

Curtis V. Trinko

LAW OFFICES OF CQURTIS V.,
TRINKCO LLP

16 Wegt 4erh Street

Saventh Floor

New York, NY 10036
212/420-9E8Q
212/986-0188 (fax)

Thomas Shaplro

SEAPIRQO HARER & TIRMY, LLP

7% Srate Street

Baston, MA 021408
617/432~3938
§17/438~0134 (fax)

Lionel Z. Glancy

GLANCY & BINKOW LLP

1801 Avenuese of the Stars

Suite 311

Loa Angeles, CA 920087
310/201-9150
31Q0/201-2160 (fax)
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Richayd M. Heimznn

James M, Finberg

LIEFF, CAZRASER, HEIMANN &
BERNSTEIN, LLFE

27% Battery Street, 30th Floor

S8an Francisco, CA 24111-3338%8
415/986-1000
415/956-1008 (fax)

COUNSEL FOR DEFENDANTS

x2Cephen Susman
SuUsMaAN GODPFREY L.L.PE.
1000 Louisiana 8Street
Suite 5100
Hougton, TX 77002-50%6
713/651-2366
713/653-7887 (fax)

+ Bruce Hiler
Q'MELVENY & MYERS LLP
588 13th Streer, N.W.
Washington, DO 20004~1108
202/383~K300
202/383~-5414 (fax)

« Jarks €, Nickens

CLEMENTS, O'NEILL, PIERCE,
NICKENS & WILSON, LLP

Wells Fargo Plaza

1000 Louisiana, Suite 15800

Howston, TX 77002
713/654-7600
712/654-7690 (fax)

x Cralg Smyser
SMYSER KAPLAN & VESELKA, L.L.P.
700 Louisiana Street, Suite 2300
Houston, TX 77002
713/221-2200
712/221-2320 (fax)

———

‘ =784  P.D9/10 F-T22

& Jamess Coleman
CARRINGTON, COLEMAN, SLOMAN &
BLUMENTHAL
200 Crescent Court, Suite 1500
Dallag, TX 75201
214 /855-3000
214/8585-1333 (fax)

* Kathy 0. Patrick
GIBRRS & BRUNS, L.L.P.
1100 Loulisiana, Buite 5300
Houston, TX 77002
713 /650-8805
T13/750-0903 (fax)

% J. Qlifford Gunter, III
BRACEWELL & PATTERSON, L.L.P.
South Tower Pennzoil Place
711 Louvisiana Street, Suite 2500
Houston, TX 77002-2781

713/223-2900
713/221-1212 (fax)

* John J. MaRKetra ITX
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Andersen notifies SEC, Justice Department, Congress that a
significant but undetermined number of Enron-related documents
were disposed of; firm issues new interim document management
policy; asks former U.5. Sen. Danforth fo review records management
policies

CHICAGO, January 10, 2002 — Andersen has notified the U.5. Securities and Exchange
Commigssion and the U.S. Department of Justice, and is also notifying congrassional
committeas and other agencies investigating the Enron collapse, that in recent months
individuals in the firm involved with the Enron engagement disposed of a significant but

- undetermingd number of electronic and paper documents and correspondence relating fo

the Enron engagement.

In addition to notifying authorities, Andersen has suspénded its current records
managerment policy effective irmmmediately and instructed all pariners and personnet o
retain all existing docurnents until further notice, The firm also has asked former U3, Seén.
Johin Danforth to conduct an immediate and comprehensive raview of Andersen's records
management policy and to recommend improverents.

The firmm has assured the SEG, the Justice Department, congressional committess and
ather agencies that it will continue to cogperate fully with their investigations. After
governiment agencies have had a full oppartunity to consider these matters; Danforth also

will advise the firm to ensure that &l appropriate remedial and disciplinary aciions have
been taken.

Andersen’s suspended document policy required in certain circumstances the destruction
of certain types of docurnents. In recent months, documents, inc:lqd_ing electroric files
rélated to the Enron engagement, were dispused of or deleted. Millions of documents
related to Erron still exist, and the tm has successiully rettieved some of the deleted
electronic files. The firm is continuing retrieval effarts through electronic backup files, and is
continuing in its efforts t fully learn and understand all the facts related fo this issue,

Danforth served in the LS. Senate from 1878 to 1995. He headed the Commiitiee on
commerce, S¢ience and Trangpaortation. He is the former Aftorney General of Missouri, an

ordained minister in the Episcopal Chiuteh, and eurrently serves ag a parther with the law
firet of Bryan Cave LLP, )

About Andersen

Andersen is a global leader n professional sarvices. it provides integrated solutions that
draw ¢n diverse and deep competencies in consulting, assurance, ta8x, corporate finance,
and in some countries, legal services. Andarsen employs 85,000 peaple in 84 countries.
Andersen is frequently rated among the best places fo work by leading publications around
the worid. It Is also consistently ranked first in client satisfaction in independent surveys,
Andersen has enjoyad uninterrupted growth since its founding in 1913, {ts 2001 revenuess

totaled US32.3 billion. Andersen refers fo the brand identity adopted by member firms of
the Andersen glabal client service network.
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Batrick Dorton, 1 312 934 8595, patrick.m.doron@andarsan.com

Additiocnal Andersen statement on Enron-related documents

CHICAGO, January 16, 2002 - Certain guestions have been asked regarding the
statement Andersen issued earlier today. The following is to respond to these guestions
and clarify gettain issues:

What does the firm mean when it says documents were disposed of “in recent
months?”

Discarding of documents occurred during the months hefora the SEC issued a subpoenha
o Andersen. After receiving the SEC subpoena, the firm igsued an instruction to preserve

ducl:urngnts, At this time, wée have not been able to determine whether that instruction was
violated.

Has the firm taken any disciplinary actions?
The firm is working to gather the facts and determine appropriate disciplinary actions.

When you refer to “individuals in the firm” are you referring fo Andersen personngl?

Yes. The reference is to individuals in Andeysen.
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Audit Nightmare: Arthur Andersen Says It Disposed of Documents That Related to Enron --—- "Whan' Is a Key
Q?Jesﬁc:r? For Accountants in Wake Of the €lient's Collapse - Ex-Senator Hired for Review
By Wall Strect Joumnal staff reporters Jonathan Weil, John Emshwiller and Scot J. Paltrow

01/41/2002
The Wall Street Jourmal

A1
(Copyright (¢) 2002, Dow Jones & Company, Inc.)

The storm cloud hanging over Enron Corp, and its longtime outside auditor, Arthur Andersen LLP, just got darker,

In the latest revelation in the collapse of Enron, Arthur Andersen disclosed to federal agencies investigating the
energy trading firm that individuals at the accounting firm in recent months disposed of "a significant but
undetermined number" of documents related to its work for Enron.

The terse announcement left many questions unanswered, Who disposed of the documents and how? Why? Did it
happen after investigat‘ian_s began?

In any event, the disclosure appeared likely to further damage the already-tamished reputation of the nation's
fifth-largest accounting firm. The Securities and Exchange Comimission, which is investigating Enron, said
destruction of documents is "an extremely serious matter.,”

Andersen officials were called late last year ta testify 10 a8 congressional comumittee about why the firm failed to
detect the financial woes that cantribuied to Enron's downfall. The Justice Departmient said this week that it had
formed a task force to purgue a criminal investigation of Enron. A department spokesman wouldn't say whether the
agency knew of document destruction or whether Andersen was a target of criminal investigation.

Andersen's disclosure will increase pressure on the finn to fully disclose is handling of the Enron ac¢ount. Dec. 12
cangressional testimony by Joseph F. Berardino, Andersen's managing partner and chief executive officer, may
have mischaracterized part of one Enron deal and understaied Andersen's knawledge about it, people familiar with
the matter say. Andersen says the testimony was truthful but based on incomplete information.

White House spokesman Ari Fleischer said yestarday he had no knowledge that the Bush administration got
advance word from Andersen of the docurnent destruction. But President Bush called for a govemment review of
the Enron ¢ase, armid disclosure that Enron chigf Kenneth Lay Ipbbied two cabinet secretaries for help as the

company was nearing bankruptcy court, Mr, Lay also contacted Federal Reserve Chairman Alan Greenspan
around the same time, a Fed spokesman confirmed,

Yesterday, Attornay General John Asheroft said he had recused himself from the Justice Department's
investigation of Enron, citing a conflict of interest. In addition, the Justice Departiment said much of the U.S.
attorney's office in Houston would be recused because of family ties.,

In Houston, an Enron spokeswaman declined o comment on Andersen's document disposal, other than 1o say that
the accounting firm's announcement was the first Enron had heard about if. The spokeswoman added, "We are not
aware of the shredding of any documents that are part of any inquiry, investigation or lifigation matter."

For Andersen, the Enran rmess could hardly come at & worse time. In re¢cent years, the firrmm has approved the
financial statements of a seres of its high-profile corporate clients, including Sunbeam Goarmp. and Waste
Management nc., that [ater proved to be false. Andersen paid tens of millions of dollars in damagas to each
company's sharsholders, without ad mitfing wrongdoing in ether case. The deepening investigation intd Enron
could make it harder for Andersen to attract new clients and seems sure 10 distract t0p executives for a time.

Andersen said it asked former Sen. Johin Danforth, @ Missouri Republican, "o conduct an immediate and
comprehensive review of Andersen's records management policy” and to "advise the firm to ensure that all
appropriate remedial and disciplinary actions have been taken.”

While Andersen has defended its audits of Enron, critics say the firm failed to identify a number of guestionable
accounting practices by Enron that contributed to its abrupt downfall, Onge the dominant player in énergy trading,
the Houston company had to file for bankruptey-court protectiaon after a series of disclosures.

Enran had trangactions with certain parinerships that were run by its own officers - including its chief financial
officer &t the time, Andrew Fastow - but that were treated by Enron ag separate. It offerad only murky and

frapmented information about the partnerships. One of them, whose existence Enron didn't disclose for four years,
was part of an arrangement that inflated earnings by several hundred million dollars,

And Enron's debt level was much higherthan it revealed, thanks 1o the partierships, which allowed Enron 1o keep
somi& debt off ts books. In November, a restatement by Enran of its financial results - which Andetsen had
approved as accurate -~ resufted in lowering Enron's reported eamings for the prior four years by $586 million, or
20%. Enron said its previous financial statements for those years could no Ionger be relied upon.
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Atnona issues investigators now will doubtless probe is how many and which Enron-related docurnents were
d'gnstmgyéad. arid who dgestroyed them. Andersen said “individuals” had dispased of "a significant but undetermined
aumber of electronic and papear documernts and comespondence.” It added, "Millions of documents related to Enron
etill exist, and the firm has successfully retrieved some of the deleted glectronic files. The firm is continuing retrigval
efforts thraugh electronic backup files, and is continuing in its efforts to fully learn and understand all the facts
related to this issue.”

Another issue will be when the documents were destroyed. The firm said it had 2 policy -- now suspended -~ that
"required in certain circurnstances the destruction of certain types of documents." Many big corporations have
similar policies specifying how long employess must retain certain categornes of records,

Under prevailing regulations, auditors are required to "adopt reasonable procedures for safe custody" of their
working papers and should keep them for long enough "to satisfy any pertinent legal requirements of records |
retention.” People with knowledge of the Jusiice Depariment's Enron probe said Andersen didn't destroy any audit
working papers.

The destruction of documents would be especially troubling 1o investigators and regulators it some of if occurred
after they had begun their inquides into Enron’s dowrnifall. That would raise the question of whether the action was
designed to thwart investigators. Andersen said it had confirmed that certain Enron-related documents were
destroved "during the months before" the SEC issued a subpoena to Andersen. It said it hadn't determined whether
any were destroyed after the subpoena, but said it hiad told personnel after the subpoena amived 1o preserve
Enron-related documents.

Andersen's revalation about document disposal could raise embanassing questions for Deloitte & Touche LLP,
which this month released results of & "peer raview" of Andersen's system of accqunting and auditing quality. The
raview -~ which focused on the firm's practices generally and not on its handling of Enron -- concluded that

Andersen's system of accounting and avditing quality provided "reasonable assurance of ¢ompliance with
professional standards.”

A Deloiite official said that the firm's peer review of Andersen included an evaluation of the firm's Houston office,
which handied Enron's audits, but that Deloitte wash't permitted to include Andersen's audit work for Enron

becausedof pending litigation. Neither Deloitie nar Andersen would comment on whether the review would be
rappened,

The unfolding Enron $aga could have a detrimental effect overall on Andersen, which employs 85,000 peeple in 84
caunires and jast year had U.S. revenue of $9.3 billion. As with ail accounting firms, Andersen's ability to atiract
and retain audit clients depends on having a steding reputation. The more its reputation comes into question, the

more likely it becomes that investors will view an audit opinion by Andersen with skepticism, prompting some
clients to switch {0 other auditors,

There is no evidence that has happened go far. Asked whether Andergen has been told by any clients that they are
switching 1o other auditors, spokesman David Tabolt said, "Some have been concemed, Some have been
supportive. | just don't think that we know yet how people are gaing to react, but we certainly hope that people will

he understanding.” More than & dozen companies that use Andergen as their auditor declined 10 comment on
whether they might review their relationship-

Andersen also has {sken heat over its audit of the Baptist Foundation of Atizona. Arizona state authorities are

seeking as much as $600 million in restitution from the firm. They are also seeking to place Andersen on probation
in the state, which could include restrictions and heightenad monitoriciyg.

Two of the Andersen auditors involved have invoked their Fifth Amendment protections against self-inerimination in
civil suits brought in that cage. They include one who also was Andersen's [ead engagement partner for Lincoln
Savings & Loan, the failed thrift once headed by Chatles Keating.

Andersen has said it is cooperating with Arizona officials investigating its audits for the foundation, which filed for
hankruptcy protection two years ago, shortly after Andersen left the account in mid-1999.

okl

Michael Schroeder and Rebecea Smith contributad to this article.,
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ENRON'S COLLAPSE: THE AUDITOR

Enron's Auditor Says it Desfroyed Documents
By KURT EICHENWALD and FLOYD NORRIS

041/11/2002

The New York Times

Paga 1, Colurn 3

c. 2002 New Yark Times Company

As the fortunes of the Enron Corporation unraveled in late 2001, officials of its accounting firmn, Arthur Andersen &
Company, destroyed "a significant but undetermined number” of docurnents relating ta the company and its
finances, Andersen disclosed yesterday,

The documert destruction began in September, a government investigator said, and continued into November,
after Envon announced that the Securities and Exchange Commission was conducting a formal investigation of
Enron's finances.

In November, the S.E.C. subpoenaed Andersen for reconds related to Enron, and the accounting firm told is
employees that such documents should be preserved. But Andensen said documents may have been destroyed
gven after that.

"At this time, we cannot say whether that instruction was violated," said David W. Tabolt, a s*pcrkesman for
Andersen,

The documents — including comrespondence and buth electronic and paper reg¢ords -- were destrayed by
employees involved with the Enron assignment, Andersen said. The 89-year-old fim, the smallest of accounting's
Big Five, said it had notified the S.E.C., the Justice Department and members of Congress investigating the Enron
case of the records’ disposal. ,

ThedS.E,C‘.. said that it would expand its investigation of Enren's collapse to include Andersen's newly disclosed
conduct.

"Destruction of documents is obviously an extremely serious matter,” said Steven Cutler, the directorof
gnforcement for the 8.E.C. "The destruction of documents by Arthur Andersen will not deter us from pursuit of
our investigation and will be included within the scope of our investigation,”

Representative Billy Tauzin, Republican of Louwisiana and chairman of the House Energy and Cormmerce
Committes, which has been mvestigating Enran’s ¢oliapse, saild that the destrustion could merit ¢riminal charges if
it was done 1o abstruct inquiries into the matter,

"Anyone who destroyed reconds simply out of stupidity should be fired,” Mr. Tauzin said. "Anyone who destroyed
records intentionally to subvert our investigation should be prosecuted.”

Concerns about Andersen's handling of Enron documents have been growing for several days, according to a
Congressional staff mermber. In December, the Engrgy and Commerce Committee subpoenaed Andersen for
certain records, but did not receive all the materials it expecied. On Wednesday, investigators for the committes

went to Andersen's Houston office in search of the missing regords; many of those tum out t© have been among the
documents that were destroyed.

Commitiee staff members are planning o interview Andersen officials in Houston next week, in part to determine
what led to the dacument destruction, according to Ken Johnsaon, an aide to Mr. Tauzin.

Qificials of the Justice Department, which has formed a special task force to investigate the: Enron debacle,
declined to comment on Andersen's disclosure.

Mr. Tabolt of Andergen said that the firm was still gatherning information about the episode beforg deciding what if
any discipling to administer to the employees involved,

The electivnic records that were desiroyed appear (o have numbered in the thousands, according to a goverment
official who has been briefed on the matter. Some of those records have been recovered, Andersen said. There
has been no accounfing yet of the volume of paper documents that were destroyed.

Andersen gave no explanation for the records' destruction, but announced yesterday that it was suspending its

records management policy, which allowed for periodic disposal of records after certain periods of time. t did not
say, howeaverl, whether the destruction of the Enron documents had been in compliance with its policy.

The firm algo said that it had asked former Senator John Danforth, now a partner with the law firm of Bryan Cave, to

review its policy far managing records and recommend improvements, An employee at Bryan Cave said that Mr.
Danforth was out of the country and unavailable,
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James M. Cale, 2 partner at the firm's Washington office, will join Mr. Danforth in the review, according to Daniel
S%wiartz, head Df[éhe fimm's corporate compliance client service group. Mr. Cole is the former deputy chief of the
public integrity section of the Justice Department and served as a special counsel 10 the House Ethics Committes
in its investigation of Newt Gingrich,

Mr. Schwartz said that his firm had been approached by Andersen over the last few days and asked t0 review its
document management systam, Mr. Schwattz said he did not know if Andersen meant to imply that the destruction
of Enran documents was a result of that system. ,

On Oct. 46, Enron announced a $618 million third-quarter loss, and questions began to arise about certain limited
partnerships refated to the company that were used to purchase Enron agsets, Within a day, the company was
facing a shareholder lawsuit, and shortly thereafter, Enron received an informal request for information from thie

5 E.C's Fort Worth office, The ¢ase was then moved to Washington, and the S.E.C. issted a formal order of
investigation at the end of October.

Andersen has audited Enron since the company was formed by a merger in the 1880's, and many former
Andersen auditors have gone on to work for Eniron. They include Richiard A, Causgy, Enron's chief accounting
officer, and Jeffrey MeMahon, who became the company's chief financial officer in October aiter his predecessor
was forced out,

On Nov. 8, Enron restataed five years of earnings, saying it improperly booked half a billion dollars of profits. Joseph
F. Berarding, Andersen's chief executive, testified before Congress 1ast month that Enron engaged in "possibly
iflegal acts” by withholding information from its auditors related to its eamings. Mr. Berarding also conceded that
emors by Andersen had contributed {0 efroneous financial reporting by Enron.

There weare no investigations of Enron going on in September, when, Mr. Johnson said, the destruction of
documents bagan, although the share price had fallen sharply from its peak of $90.75% reached in 2000, The
shares rallied in early October and were at $33.84 on O¢t. 16,

But a disclosure made by Kenneth L. Lay, Enron's chairman and chief executive, about a $1.2 billion reduction of
shareholder equity began to bother investors within days. That reduction refated {0 Enron's transactions with
partnerships run by Andrew Fastow, then the company’s chief financial officer. As investors clamored for more

info!nnggon abaout those transactions, Mr. Lay first defended Mr, Fastow and then announced he was being
replaced.

Andersen has declined to say just what role it played in selting up either the Fastow partnerships or other
oif-balance-sheet Enron fransadtions that appear to have been used fo make Enron's financial staterments seam
beftaer than they were. But it did approve the accounting for alf those partnerships.

Andersen has also encounterad problems in the last year over two other highly publicized audits; The 8.E.C. filed &
civil fraud complaint against an Andersen partner who certified statements 3t Sunbearn, the bankrupt appliance
raker, showing what tumed out 1o be inflated profits, and the firm was named by the S.E.C. In the Waste
Managernent case, which lad to the first fraud sefflement by a major accounting finn in decades.

Photos: Enron grew from a pipeling company based in Houston into the world's largest energy trader, The share
price: reached $90.756 in 2000, but the company collapsed late last year,; Joseph F. Berarding, Arthur Andersen's
chief executive, testified before Congress last month that Enron engaged in "possibly llliegal acts” by withholding

information from its auditors. He also said errurs by Andersen had ¢ontributed to erroneous reporting by Enron.
(Carol T. Fowers)

Copyright © 2000 Dow Johes & Company, Ine, All Rights Regerved.
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December 1, 2001 Saturday, NORTH FINAL EDITION
SECTION: Business; Pg. 1; ZONE: N
LENGTH: 585 words

HEADLINE: SEC subpoenas Andersen records in Entron collapse;
Auditing quality defended by CEO

BYLINE: By Delroy Alexander, Tribune staff reporter,

BODY:

The search for answers £ how Enron Corp. could have fallen from grace so fast has turned to
the energy giant's advisers, its Chicago-based auditor confirmed Friday.

The Securities and Exchange Commission has issued a subpoena calling for Andersen,
formerly known as Arthur Andersen, to hand over documents relating to its Enron audits. "We
did raeceive a subpoena in relation te our financial reporting on Enron, which is a customary
part of the process," said Dave Tabolt, a spokesman for the Big Five accounting practice. He
would not say when the subpoenas were issued,

The SEC declined to comment on its probe, but it is standard practice for the regulator to
issue subpoenas because client confidentiality arrangements prohibit the release of
information by professional services firms, say attorneys familiar with the process.

it & belated bid to shore up public confidence tn its financial reporting skills, Andersen said

Friday it had asked for outside help to review its auditing methodology and tools to see if
procedural changes are needed,

Rival Big Five accounting firrn Deloitte & Touche already is carrying out a peer raview of
Andersen, a yearly self-regulatory process in which accounting fivms examine one anaother

and publish opinions that assure investors that audits performead by the firmg comply with
accounting standards,

Andersen said the process would be expanded to include review proceduras in its Houston
office, which handied the Enron auditing.

"We are confident that our system of quality is strong," said Joseph F, Berardino, managing
parther and chief executive. *

atill, U.S. Rep. John Dingell of Michigah, ranking Democrat on the House Energy and
Commetce Committee, has questioned the veracity of the peear-review process and
Andersen’s failure to see through Enron's "smoke-and-mirrors earnings.”

Houston-based Enron's share price began plummeting in mid-Octobear, after it revealed that it
had overstated eartings for several years and used questionable partnerships to conceal the
existence of billions of dollars in debt. Its shares closed Friday at 26 cents, down 10 cents on
the New York Stock Exchange. A year ago, Enron shares stood at $85,
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" With Enron's troubles, Andersen, which audits some 1,400 public companies and thousands
mote private firms, again finds itself in the spotlight.

In June, Andersen reached a $7 million settlement with the SEC In which {f neither admitted
not denied aliegations of fraud in its audit of Houston-based Waste Management Inc.

Public concern over the veracity of audits has been increasing in recent years, and the SEC
has made financial reporting a priority. In the fiscal year anded Sept, 30, the SEC filed 112
financial reporting casas, up from 103 in 2000 and 94 in 1999,

But the SEC probe is the "least of Andarsen’s problems," according to Mark Cheffers, a former
Pricewaterhouse auditar who runs AccountingMalpractice.com, a liability training Web site
that catars to an estimated 20,000 accountants.

Cheffers thinks shareholder suits are far more worrisome, Andersen this yeat agreed to pay
£110 million to settle class-action litigation brought on behalf of sharaholdars of anather
cliaht, Sunbeam Corp., which had misstated its finaticial results during the 1990s. Andersan
did not admit fault or liability in the settlement.

Tha settlement was the second largest paid by an accounting firm in a securities lawsuit. The
record is $335 million paid by Ernst & Young to Cendant Cotp. shareholders in 1999.

GRAPHIC: PHOTOPHOTO: People pass by the Houston offices of Enron, whose woes have lad
to gueastions about its audit, AP photo.
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(Supersedes Statement on Auditing Standards Mo, 1, section 338, “Waurking Pqpers.”ﬂ

Source: SAS No. 41.
Ses section 9339 for interpretations of this section.

lssue date, unless otherwise indicated: April 1, 1982.

01 The auditor should prepare and maintain working papers, the form
and content of which should be designed to meet the circumstances of a
particular engagement.” The information contained in working papers consti-
tutes the principal record of the work that the auditer has done and the
conclusions that he has reached concerning significant raatters.

Funciions ond Nature of Working Papers i E
02 Working papers gerve mainly to— | ! !;.
ag. Provide the principal support for the auditer’s report, including his ' | ,’

= - :‘-.i:

representation regarding observance of the standards of field work,

1 This section amends section 280, Due Professional Care in the Performance of Worl, paragraph
.04, by deleting the second sentence of that paragraph,

2 This section does nat modify the guidanee in other Statements on Auditing Standards, includ-

ing the Tollowing:

s The letter of audit inquiry to the clisnt’s lawyar required by section 337, Inguiry of a Client's
Lowyer Coneerning Litigation, Claims, and Assessments, paragraphs .08-,09, or the docu-
mentation required by paragraph .10 when 2 response to the audit inquiry lettoy is raceived
in a ¢onference

» The written representations from management required by section 333, Management Represen-
tations

v The notation in the working papers required by section 325, Communication of Internal Cor-
tral Related Matters Noted in an Audit, paragraph .09, if conditions relating to internal
control observed during an audit of finexcial statements are commuynicated orally to the audit
committee or others with equivalent authority and responsibility

» The writien audit program or set of written sudit programs required by section 31, Planning
and Supervision, pavagraph 08

v+ The represeatation letter from a sticcesser audifor required by section 711, Filings Under Fed-
¢ral Securities Statutes, parapgraph 1156, when an auditor has auditad the financial staternents ,
far priar poriods but has not audited the financial statement:s for the mozt recent audited per- "
iod Included i a registration statoment

« The understanding of internal control components obained to plan the audit, and the basis
for eonelugions about the asgassed level of control risk regquirad by section 819.44 and 319,57 :

Constderation of Internal Contro! in ¢ Financial Staternent Audit ki,

» Thenotation in the working papers required by section 317, egal Amts by Clignts, if fllagal e
acts are communicated erally to the gudit committes or othoers with squivalent authority snd
respongibility

» The notation in the warking papers required by section 380, Communicaiion With Ludit Core
mittees (if applicable), paragraph 03, if matters reparding the scope and results of the audit
are copymuni¢atad orally to the commities ..

« The notstion in the working papers required by section 818, Consideration of Fraud in g Finan-
cial Staternent Audit, paragraph .37, of the perlormance of the assessment of the risk o mates-
ig) misstatement due to fraud and the auditor's response to the risk factors identified.

9 However, there iy nio intention to mply that the auditor would be precluded from supporting his
report by other means in addition to working pupers.

— - S
—‘h-%; -I.. .—‘—-.. - ol o
=y . ? :l - X
r. - - ‘ -
T' ::.I x.":".r;:: ﬁ"
-y w Ty ' ‘4 a
" * .

-f_
T N, T
H T "=
- . -
L R -

b ™

pp——

L
-
— a— - —

Sl
-—.‘."i.r: ity
" a ﬂi'—-

[
-
g

o
* -l

Lo

- e e
il
E ]
'I'—r ol

—e

- 21y - -
-r-?: fn: -I.'H.:E-F‘ . _1‘21 J . ¥

[ ]
ey
T
[

;::- o
- 4 " wm—I
= may Bl w4
-.F-L a
L) -

o B am W
[ ] .‘

.1. -T-

- . .
- »
e~ ey

AU §339.02

- n aoe by wom e



Jan~11=02 11:08am From= |

o] ir';*'

L LA ] : .

The Standards of Field Work

which is irnplicit in the reference in his report to generally accepted
suditing standards.

b, Aid the auditor in the conduct and supervision of the audit.

03 Working papers are records kept by the auditor of the procedures
applied, the tests performed, the information obtained, and the perfinent
concluzions reached in the engagement. Examples of working papers are audit
programs, analyses, memoranda, letters of confirmation and represeniation,
ahstracts of company documents, and schedules or commentaries prepared or

obtained by the auditor, Working papers alst may be in the form of data stored
on tapes, films, or other media.

04 Factors affecting the auditor’s judgment abont the quantity, type, and
content of the working papers for a particular engagement include (2} the
nature of the engagement, (b) the nature of the auditor’s report, (c) the nature
of the financial statements, schedules, or other information on which {he
auditor is reporting, (d) the nature and condition of the client’s records, (e) the
azsessed laevel of control risk, and () the needs in the pariicular circumstances
for supervision and review of the work.

Content of Working Papers

.06 The guantity, type, and content of working papers vary with the
circumetances {see paragraph. .04), but they should be sufficient to show that
the accounting records agree or reconcile with the financial statements or other
information reported on and that the applicable standards of field work have

been obgerved. Working papers ordinarily should include documentation show-
ing that—

¢, The work has been adequately planned and superviged, indicating
ohservance of the first standard of field work.

b, A sufficient understanding of internal contzol has been ohtained to

plan the audit and to determine the nature, timing, and extent of
tests to he performed.

e. The aundit evidence obtained, the auditing procedures applied, and
the testing performed have provided sufficient competent avidential
matter to afford a reasonable basis for an opinion, indicating obser-
vance of the third standard of field worlk.

Ownership and Custody of Working Papers

06 Working papers are the property of the auditor, and some states have
statutes that designate the anditor as the owner of the working papers. The

auditor’s rights of ownership, however, are subject to ethical lizmitations relat-
ing to the confidential relationship with clients,

07 Certain of the auditor’s working papers may sometimes serve as a
uvseful reference source for his client, but the working papers should not be
regarded as a part of, or a substitute for, the client’s accounting records.

OB The auditor should adopt reasonable procedures for safe custody of his
working papers and shonld retain them for a period sufficient to meet the needs of
his practics and to satisly any pertinent legal requirements of records retention.

Effective Date
.09 This section is effective for engagements beginning after May 31, 1882,

R iere—
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" Working Papers:
Auditing Interpretations
of Section 339

1. Providing Access to or Photocopies of Working Papers
to o Regulator! 2

01 Question~Section 339, Working Papers, paragraph .06, states that
“working papers are the property of the anditor and some states have statutes
that designate the anditor as the owner of the working papers. The auditor’s
rights of ownership, however, are subject to ethical limitations relating to the
conrifidential relationship with clients.” In addition, section 339,08 states that, i

b
e M —
n

“The auditor should adopt reaspnable procedures for safe custody of his work-
ing papers and should refain them for a period sufficient to meet the needs of

his practice and to satisfy any pertirient legal requirements of records reten-
tion.” ’

Notwithstanding the provigions of section 339,06 and .08, auditors are i
sometimes required by law, regulation or audit contract,? to provide a regula- & el
tor, or a duly appointed representative, access to working papars, For example, ' l
a Tegulator may request access to the working papers to fulfill a quality review ) g
requirement or to assist in establisBing the scope of a regulatory examination. T
Furthermore, as part of the regulator’s review of the working papers, the
regulator may request photocopies of all or selected portions of the working .
papers during or after the review. The regulator may intend, oy decide, to make i
photocopies (or information derived from the original working papers) available :
to others, including other povernmental agepeies, for their particular purposes, M
with or without the kmewledge of the auditor or the client, When a regulator | it
requests the auditor to provide access to (and possibly photocopies of) working i

papers pursuant to law, regulation or audit contract, what steps should the | l
auditor talke? it

02 Interpreiciion——When a regulator requests access to working papers

pursuant ta law, regulation or audit contract, the auditor should take the
following steps:

* The term “reguiator(s)” includes federzl, stata and local povernment officiols with lepal
oversight authority over the entity. Examples of regulators who may Teguest access to working
papers include, but ars not Bmited to, state mevranee and ufility repulators, various health ¢are
authorities, and federal agencies such ag the Pedersl Depusit Insurance Corporation, the Office of

Thrift Supervision, the Department of Housing and Urbag Development, the Department of Lebar,
and the Rural Electrification Administration.

% Tha guidance in this Interpratation does mat apply te requests from the Internal Reveoue
Se¢rvice, firm practice-monitoring programs 10 comply with AICPA or state professional i
raquiremesits such as peer or quality reviaws, proccedings relating to alleged othics violations, or |3ty
subpoanas. -

¥ For situations in which the auditor is not required by law, zegulstion or audit contract to

provide a regulator access to the working papers, reference should be made to the guidance in R
paragraphs .11-15 of this Interpretation. '
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e. States that the audit and the working papers showla no :..vwmw
other inguiries and procedures that should be undertaken by the
repulator for its purposes

£ Requests confidential treatment under the Freedom of [nformation
Act or siznilar laws and regulations,” when a request for the working
papers is made, and that written notice be given to the auditor hefore
transmitting any information contained in the working papers to
others, including other governmental agencies, except when such
transfer is required by law or regulation, and

g States that if any photocepies are to be provided, they will be identified
as “Confidential Treatment Requested by (name of auditor, address,
telephone number)”

The auditor may wish 1o abtain & signed acknowledgment copy of the letter as
evidence of the regulator’s receipt of the letter.

06 An example of a letter containing the elements described in para-

eraph .05 of this Interpretation is presented below:

Illustrative Letter to Regulator®

(Date)
(Name gnd Address of Regulatory Agency)

Your representatives have requested access to our working papers in connee-
tion with our aundit of the Decomber §1, 20XX fnancial statements of (name of
client). It is ourunderstanding that the purpoge of your request is (stale purpose;
for example, “to facilitate your regulatory examination™).’

Our audit of (rame of client) December 31, 208X finaneial statements was
conducted in accordance with auditing standards generally accepted in the
United States of Aroeriea,® the objective® of which is to form an opinion as
to whether the financial statements, which are the responsibility and repre-
sentations of managerment, present fairly, in allmaterial raspeats, the financial
position, results of gperations and cash flows in eonformity with generally ac-
cepted accaunting principles,i® Under generally accepted auditing standards,

A—

A—

2 The suditor may need to consult the regulations of Individual agencies and, i’ neceszazy,
consult with legal counsel regarding the specific progedures and requirementy necessary to galo
confidential tvastment.

§ The suditor should sppropriately modify this letter when the avdit bas been performed in
aceordance with generally accepted auditing standards and glso in accordance with additional
auditing requirements specified by a regulatory agency (for example, the requirements specified in
Government Auditing Standards issued by the Comptroller General of the United States),

T If the auditor is not required by law, regulation, or audit contract to provide a regulator aceess
to the working papers hut otherwise intepds ta provide sueh access (see paragraphg .11-.15 of thisg
Interpretation), the letter should include s statement that: “Management of (neme of clignz) has
anthorized us to provide you arcess to our working papers for (state purpose).”

8 Refer to footnote B.

9 In zn audit performed in accordance with the Single Audit Act of 1884, and certain other
faderal gudit requirements, ax additional objective of the audit is to assess compliance with laws and
regulations applicabla to federal finapcial assistance. Accordingly, in these situations, the above
letter shonld be modified fo include the additional ohjective,

10 11 the financisl statements have bheen prepaved in conformity with regulatory accounting
practices, the phrase *financial position, results of operations and cash flows in conformity with
penerally arcepted sccounting principles™ should be replaced with appropriate wording such as, in the
case of an insurance company, the “admitted pssets, Labilities... of the XY¥Z Insurance Company in
conformity with accounting practices preseribed or parmitted by the state of... insurance department.”

AUl £339.06
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The Standards of Field Work

a.” Consider advizing the client that the regulator has requested access
to (and possibly photocopies of) the Waﬂm:g papers and that the
anditor intends to comply with such request.

b. Make approprizte arrangements with the regulator for the review.
¢ . Maintain cantrol over the original working papers, and

d.  Consider submitting the letter described in paragraph .05 of this
‘Interpretation to the regulator. :

03 The anditor should make appropriate arrangements with the reguda-
tor. These arrangements ordinarily would include the specific details such as
the date, time and location of the review. The worling papers may be made
available to a regulator at the offices of the client, the auditor, or a mutually
apreed-tipon Iocation, so long as the auditor maintains control. Furthermores,
the auditor should take appropriate steps to maintain custody of the original
working papers. For example, the auditor (or his or her representative) should
gonsider being present when the original working papers are reviewed by the
regulator. Maintaining control of the working papers is necessary fo ensure the

continued integrity of the working papers and to ensure confidentiality of client
information, )

04 Ordinarily, the audifor should not agree to fransfer ownership of the
working papers to a regulator, Furthermore, the auditor should nof agres,
without elient authorization, that the information contained therein about the
client may be communicated to or made available to any other party. In this
regard, the action of an anditor providing aceess {0, or photocopies of, the
worldng papers shall not constitute transfer of ownership or anthorization to

male them zvailable to any other party.

05 An gudit performed in accordance with generally aceepted auditing
standards is not intended to, and does not, satisfy a regolater’s oversight
vesponsibilities. To aveid any misunderstanding, prior to allowing a regulator

access to the working papers, the auditor should censider submitting a letier
ta the regulator that: '

a. Sets forth the auditor’s understanding of the purpose for which
access is being requested

b. Daescribes the sudit process and the hrmitations inherent in a finan-
cial statement audit

¢. Explains the purpose for which the working papers were prepared,
and that any individual conclusions must be read in the context of
the auditor’s reyport on the financizl statements

d. States, except when net applicable, that the audit was fiot planned
ar conducted in canternplation of the purpose for which access is

being granted or to assess the entity’s compliance with laws and
regulations

1

“ The auditor may wish {and in soms £ases may be reguired by law, regulstion, or nudit contract)
to confirm in writing with the client that the auditor may be requirved to provide & regulator access to
the working papers. Sample language that may be uzed follows:

“The worlting papers for this engapgement are the property of (name of auditory and constitute
confidential information. Howoever, we may be requested to make cerfain working papers available to
(name of regulatar) pursusnt to autherity given {o it by law or regulatien. If requested, access to such
working papers will be provided undes the supervision of (neme of nuditor) personnel. Furthermore,
upon request, we may provida photoropies of sslected working papers to {name of repulnior). The

(mmg. of regulaior) may intend, or dedide, to distribute the photocopies or mfarmation contained
therein to others, including other goverumeonta) agencies,”

-
- - . - L] -
- - - 1 i
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Section 53 -~ Article I1; The Public Interest
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"Home - Abour - AICPA Code of Professional Conduct - Section 50 - Principles of
Professional Conduct - Sacrion 53 - Article 1I: The Public Interesr

Members should accept the obligarion 10 acr in a way that
will serve the public interest, honor the public trusr, and
demonsirate commitment to proféssionalism.

D1 A distinguishing mark of a profession is acceprance of 1ts responsibility to the public.
The accounting profession's public consists of clients, credit granlors, governments,
employers, investors, the business and financial community, and others who rely on the
objectivity and integrity of certified public accountants to maintain the orderly functioning
of commerce. This reliance mmposes a public merest responsibility on cerrified public

accountants. The public imterest is defined as the collective well-being of the community of
people and inatiturions the profession serves.

02 In discharging their professionyl responsibilities, members may encounter conflicting
pressures from among each of thase groups. In resolving those conflicts, members should

act with integrity, guided by the precept that when members fulfill their responsibility to the
public, clients’ und employers’ interests sre best served.

.03 Those who rely on certified public accountants expect them 1o discharge their
responsibilities with integrity, objectivity, due professional care, and a genuine interest in
serving the public. They are expecred 1o provide quality services, enter into fee
arrangements, and offer a range of services—all in a manner that demonsirates a level of
professionalism caonsisient with these Principles of the Code of Professional Conduct.

04 All who accept membership in the American Insnwre of Certified Public Accountants
commut themselves 1o honor the public trust. In return for the fairh rhart the public reposes in

them, members should seck continually 1o demonstrate their dedicarion 1o professional
excellence.

go P&Eck
2000, AICPA

hup:/www aicpa.org/about/code/article? him 1/11/2002
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Home - About - AICPA Code of Professional Conduct - Secrion 8 - Principles of
Professional Conduct - Section 54 - Arricle 1 Integrity

Section 54 - Article 111: Integrity

To mainain and broaden public confidence, members should perform
all professional responsibilities with the highesr sense of integrity.

D1 Integrity is an element of characrer fundamental 1o professional recognition. It is the

quality from which the public trust denves and the benchimark against which a member
must ulrimately tesr all decisions.

02 Integrity requires a member 1o be, among other things, honesr and candid within the
constraints of client confidennality. Service and the poblic trust should not be subordinated

to persongl gain and advanrage. Integrity can accammodate the inadvertent error and the
honest difference of opinion; it cannot accommodate decer or subordinarion of principle.

03 Integrity is meusured in 1erms of what 1s nght and just. In the absence of specific rules,
standards, or guidance, or in the face of conflicting opinions, a member should rest
decisions and deeds by asking: "Am I doing whar a person of integrity would do? Have T
retained my integrity?" Integrity requires a member 10 observe borh the form and the spivit
of technical and ethical stundards; circumvention of those standards consntules
subordination of judgment.

04 Integnty also requires g member 1o ohserve the principies of objectivity and
independence and of duée care,

a0 hack
@UKMY AJCPA
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N —

“Jan=11-12 11:05am From=
s York Law Journal

1084  P.015/028 E-~748

R L L N IR BT

L aweeons

1 - r‘l' \ L] . .
- _‘-n' '* L -_ '
A AR vy Pro.
e U - bt "=
LY e w b ] . -
P - - 1. -
I B J‘ - L] -3
[ ) - L3
" Gl N a
At .

[ - . L - ’

e . . i prpr . " PR ' . B |

SLE LN A e P ., - 1

", - . . .

- ".._“"J - .]l'_ L1 {

] . N g P '

- " L I o R —

L] -.. - * L ]

. = n "‘ -. L) ‘l:—-:'i.- =
= _t.'

to . . . v "E‘-. drw - L L o e T e . .
. ’ . - g N gy e T i - : " .
o - AT - e 1 P R o .t . L . P z LR T
B . " - L L L] o - - L 3 L - HE Cow .
2 S ot . " "y - a- -y . [ 1_-‘ e
Ll P T ¥ - - R o :
iesgay: Edition."Au ust-29 2000 .
- = - -
w0 L % 4 D e o v i
S A e T N N A U C

l. N - '
™ M ;
e X -

TECH TRENDS: Legal Tech 1098 Special Section

Collecting Computer-Based
Evidence

New York Law Journal
January 26, 1993
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T ODAY IT IS BLACK letter law that inforination

generated and stored on compuiers and in other
glectronic forms is discoverable.(1) It is estimated that as
much as 30 percent of the data stored on computers is
never reduced to printed form. Morsover, the electronic |
version of a document may contain inforrnation that
sitply does not appear in the printed version. As a
practical matter, finding this information is becoming an
important part of the discovery process.

Many lawyers now ask for electronic evidence, s
especially E-mail, as a routine part of their discovery »
effarts. But as a practica) matfer, most lawyers have little. .
or no experience i colleciing and analyzing the data they -
seek, What follows is some practical advice on how to
collect the relevant data, and how to assure thiat it can be
authenticated and admitted as evidence. '

e
o BT

1. Send a preservation of evidence Jetter, Because
the information stored on computers changes every time
a user saves a file, loads 2 new program or does almost
anything else on his or her PC, it is ¢ritical that you put
all parties on notice that you will be seeking electronic
evidence through discovery. The sooner the notice is sent
the better. A letter should identify as specifically as
possible the types of information to be preserved and
note the possible places that information may exist.(2}) If
necessary, obtain a protective order requiring all parties
to preserve electronic evidence and setting out specific
protoceols for doing so.,

2. Inclnde definitions, instractions and specific

1of6 (38/29/2000 1:1.
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guestions about electronic evidence in your written
discovery. This is a continuing process, with three
objectives to accomplish:

« Pirst, use a series of interrogatories {0 gef an ..
overview of the target computer system. These will

be followead up by a 30(b)}(6) deposition of the
information systems depatrtment.

» Second, all requests for production should make
cleat that electronic documents as well as paper are
being sought. You can accomplish this by defining
documents to include items such as data
compilations, B-mail and electronically stored data.
Requests should also ask specifically for different
types of cornputer-based evidence, such as disketies,

J"
y,

E-mail and backup tapes. S

.
] a7
.'- !.ﬂ . -

%

-
i

» Finally, if necessary, include a request for inspection L
50 you can examine the computer systemn firsthand -

P and retrieve any relevant data.
e 3. Take a 30(b)(6) deposition of the information " =

B ey systems department. This is the single best tool for R

finding out the {ypes of electronic information that exist

..l'
L]
£
¥ [
t
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! £30 .
1

ity your ¢pponent's computer systems. g

4. Collect backup tapes, One of the most fertile
sources of evidence is the routine backup created to
protect data in case of disaster. This information is |
normally stored on high-capacity tapes, but may exist on
vittually anty type of media. Backup tapes normally o
contain all of an orgamization's data, inclnding E-mail, ag:
of a certain date, Comron procedures call for fnll
backups to be made weekly, with the last tape of the -
month saved as a monthly backup, While weekly -
backups are normally rotated, monthly backups are saved
anywhere from six months to several years. o
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When collecting backup tapes in discovery, make
sure to gather information on how the tapes were made.
This inquiry must include both the procedures followed
and the specific hardware and software used to make the
backups. Over time, hundreds of different backup
methods have been used; m some cases, it may be
impossible to restore backups without using the same
software and/or hardware that was nsed to create them.

3. Collect diskettes, Data that has been selectively
saved by users to disketies or other portable media is
anather fertile, but often overlooked, source of evidenice.
Users save data to diskettes for any number of reasons.
They create “"ad hoc backups” of key documents or files;
they copy E-mail files to prevent them from being
deleted i antomatic purging routines. Fmally, users will
use diskettes to save data they do not want to keep on
CONnIPany compulers.

2ofb 08/29/2000 1:1
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Diskettes are kept indefinitely by the users who
create them, Collecting and examiming all diskettes
created by key witnesses is an essential step in a
thorough examination of all electronic evidence.

6. Ask ¢very witness about computer nsage. In
addition to the discovery directed at the computer
system, each witness must be questioned about his or her
computer use. Individual users’ sophistication varies
widely; knowing how each wiiness uses his or her
camputer and organizes and stores data may lead to
sources of Imformation noft revealed by the discovery
directed at general system usage. This discovery should
also focus on the secretaries and other people assisting
key witnesses. Often, docurnents drafted by the key
witness are stored on an assistant's computer.

Perhaps the most overlooked source of electronic

cvidence is the home computer. Data usually ends up on |

these machines in one of two ways: First, it can be
transferred to and from the workplace on diskettes or
other portable media; second, an employee may be able
1o log on to the company network from home, In this
latter situation, the home computer acts just like the
employee's office workstation.

Palmtop devices and notebook computers are also
good sources of evidence. Palmtop devices include
electronic address books as well as more poweriul
devices such as 3Com's PalmPilot and Appie's Newton.
In addition to storing calendar and contact information,
many of these devices allow ugers to make notes and use
E-mail. Further up the scale, there are notebook
computers, which are often shared among a numbet of
users, While a notebook may not be a witness's potnary
workstatiory, it still may contain important pieces of
information.

7. Make image copies. If 1s no secret that deleted
files and other *“residual” data may be recovered ffom
hard drives and floppy disks. How do you make sure that
you capture this data? Answering this question first
requires a brief explanation of wlhy residual data exists.

With respect to computers, the term " deleted" does
not mean destroyed. Rather, when a file 13 deleted, the
computer makes the space ocenpied by that file available
for new data. Reference to the deleted Gle is removed
from directory listings and from the file allocation table,
but the bits and bytes that make up the file remain on the
hard drive uniil they are overwritten by new data, or
“wiped” through the use of utility software. The result 15
that a file *“appears" to have been deleted, but may still
be recovared from the disk surface.

Residual data includes deleted files, fragments of
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deleied files and other data that is still extant on the disk
surface. To assure that this residual data is captured, you
must make what is known as an " itnage copy” of the
targst drive. An image copy duplicates the disk surface
sector by sector, thereby creating & mirror image of the
tareet drive. In contrast, a file-by-file copy (what 13 made
when you simply select the files you want copied)
captutes only the data contained in the specilic files
selected. Even if all files are selected, a file-by-file copy
will not capture any residual data.(3)

8. Write protect and virus check all media. Now
that you have obtained the data, how do you look at it?
You likely have a mix of image copies, backup tapes,
disketies, CDs and other media, Before doing anything
else, you must maintain the integrity of the media you
have received. The two key steps in doing this are write
protection and virus checking.

Write profecting prevents data from being added to
the media, guaranteeing that the evidence you gather 1s
not altered or erased when you are working with it. You

should write protect all media before doing anything eise - -

with it.

Similarly, virus checking prevents evidence from
being altered and is the second thing you should do with,
all rnedia. The key 13 to use up-to-date virus checking
software. If a vims 15 detected, record all information
abont it and immediately notify the party producing the
media, Do not take steps to clean the media, as doiug s0
will change the evidence that was produced.

9. Preserve the chain of custody. A chain of
custody fracks evidence from its original source to what
is pfferad as evidence in court. With ¢lectronic evidence,
a chain of custody is critical because the data cati be
altered relatively easily.

Preserving a chain of custody requires, at a
minimum, proving that: (2) no information has been
added or changed; (b)) a complete copy ‘was made; (¢) a
reliable copying process was used; and (d) all media was
secured. Write protecting and virus checking all medis
are the key steps in meeting the first requirement; making
image copies is the key to meeting the second.

A religble copy process has thres critical
characteristics. Fivst, the process must meet mdustry
standards for quality and reliability. This includes the
software used to create the copy and the media on which
the copy is made. A good bernchmark is whether the
software 15 nsed and relied on by law enforcement
agencies. Second, the copies must be capable of
independent verification. In short, your opponent and the
court must be able to satisfy themselves that your copies
are accurate. Third, the copies created must be tamper
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when electronic records are altered or destroyed. Ses
Computer Assoc. Internatl v. Am Fupdware, 135 F.R.D.
166 (D. Colo. 1990); Nat'l Assoc. of Radiation Survivors
v. Turnage, 115 FR.D, 543 (N.D. Cal. 1987). Sanctions
may be imposed even when the alteration or destruction
oceurs 1. the regular course of business. The common
thread in the cases imposing sanctions is the fact that the
pariy altering or destroying its computer records was on
notice that such records were relevant to pending or
threatened litigation. '

(3) When collecting computer data for evidentiary

purposes, a party has a duty to utilize the method which

would yield the most complete and acenrate resulis,”
Gates Rubber Co. v. Bando Chemical Indus. Lrd., 167
F.R.D. 90, 112 (D. Colo. 1996). In Gates, the court
criticized the plaintiff for fajling to make image copies
and for failing to preserve undeleted files properly.

Joan E. Feldman is president of Computer Forensics
Inc., in Seattie. Rodger I Kohn, a litigator, is the
company's director of corporaie relations.
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